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VHdopManuoHHasi NAMATKA /15 00yJaI0IAXCs H MEaroros

0 6e30IacCHOM MOBEACHHUH H HCI0Jb30BAHUU CETH HHTEPHET
(MuHECTEpCTBO 00pa30BaHUsA U HAYKH Poccuiickoit @enepanuu,
JlenapTaMeHT rocyAapCTBEHHOH MOATHUKHY B chepe obmero oopasoBaHus,
IMucemo ot 14 mas 2018 r. Ne 08-1184 «O HanpaBiIeHHH HH(pOpMALIAH»)

KoMnboTepHbIE BUPYCHI

KOMIBIOTEPHBIA BHPYC — 3TO PasHOBHAHOCTE KOMIbBIOTCPHBIX
mporpamyM,  OTIMYMTEIbHOU 0COOEHHOCTBIO  KOTOpPOHM  sABIACTCA
CIIOCOGHOCT K Pa3MHOXEHHUIO. B JOMOJHEHHE K 3TOMY, BHPYChl MOTYT
MOBPEAUTh MM MOJHOCTBIO YHUYTOXKHTL BCE daiinel W JaHHBIEC,
[MOJKOHTPOJIBHEIE TI0JIB30BATENIO, OT HMCHU KOTOPOTO OblIa 3amyIicHa
3apaXeHHas MPOrpamMma, a TaKke MOBPCIUTH WA JaKe YHUYTOXKUTH
OMEPALMOHHYI0 CHCTEMY CO BCEMHU haitnamu B uenoM. B OOIBIIMHCTBE
CIly4aeB PacrpoCTPAHSIOTCS BUPY ChI 4ePe3 HHTCPHET.

MemoOvi 3auunmsl 0m 6PE0OHOCHbIX NPOZPAMM:

1. Ucronb3y#i COBPEMEHHBIE OICPAllMOHHBIC CHCTEMBI, HMEIOIIHE
CEpbE3HBIi YPOBEHD 3ALIUTEI OT BPEIOHOCHBIX IIPOrpaMM.

2. TIoCTOSHHO YCTaHABJIMBAW MNaTIM (uupoBEIE 3aIIaTKH, KOTOPBIC
aBTOMATHUYECKH YCTAHABIMBAKOTCI C TCJIBIO OpabOTKA TPOrpamMMbl) 1
npyrue oOHOBIICHHA cBOCi OnepanOHHOW CUCTEMBI. CxauyuBai UX TOJIBKO
¢ oduIEanEHOro CcanTa paspa6oruuka OC. Ecmu CymecTBYeT PEXHM
ABTOMATHYECKOr0 OOHOBIJICHHS, BKJIIOYHU €TO.

3 PaGoraii Ha cBOEM KOMIIBIOTEPE O] IpaBaMM IMOJIB30BATENA, 4 HE
aIMHHUCTparopa. OJTO HE IIO3BOJUT GONBIIUHCTBY BPCIOHOCHBIX
IIPOrpaMM MHCTAUIMPOBATHCS Ha TBOCM HEePCOHATBHOM KOMIIBIOTEPE.
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4. Vicrionp3yii aHTHBHPYCHBIE NPOIrPaMMHBIC MPOXYKTBI HM3BCCTHBIX
IIPOM3BOIUTENEH, C ABTOMATUYECKAM OOHOBIEHHEM 0a3.

5. OrpaHuub (QU3MYECKHA JOCTYN K KOMIIBIOTEPY I MOCTOPOHHHX
JIVLL.

6. Vcrnons3yil BHeNmHME HOCUTENM HHOpMAIMHM, TaKMe Kak (IeIKa,
JUCK WK (aiisl U3 UHTEPHETA, TONBKO U3 IIPOBEPEHHBIX KCTOYHHKOB.

7. He OTKpEIBaif KOMIIBIOTEPHBIC (DAiIbI, IOIYyYCHHBIC U3 HCHAAC)KHBIX
MCTOYHUKOB. Jlaxe Te (aiiibl, KOTOPHIE PHCIANT TBOH 3HAKOMBIH. JIydumie
YTOYHH Y HETO, OTIIPABILAI JIU OH TEOE MX.

Cern WI-FI

Wi-Fi — 3T0 He BHA nepefaydl JaHHBIX, HE TEXHOJIOTHS, a BCETO JHUIIb
6penn, Mmapka. Eme B 1991 romy HuzaepinaHACKas KOMIIAHHA
sapeructpuposana OpeHn WECA, 4ro 0003Hayano ClIOBOCOYETAHUC
“WirelessFidelity”, koTopoe mepeBOAUTCS KaK «OeCPOBOHAS TOYHOCTE.

Jlo Hamlero BpeMEHH JolLIa Apyras ab6peBuaTypa, KoTopas SBJACTCA
TaKoii ke TexHonoruei. Jto ab6pesuarypa Wi-Fi. Takoe Ha3panue ObuI10
JaHO ¢ HAMEKOM Ha CTaHJapT BhICIIel 3BykoBoH Texnuku Hi-Fi, 4ro B
IEPEBOJIE 03HAYAET «BHICOKAs TOYHOCTHY.

Jla, GecriaTHBIM WMHTEPHET-JOCTYH B Kade, OTElsIX M a3poroprax
gBIISETCS OTIIMYHOM BO3MOXKHOCTBIO BBIXOJa B HMHTEepHET. Ho MHOTrHE
SKCIEPTHl CYMTAIOT, YTO OOLIENOCTYITHEIE Wi-Fi cetm He SBISIOTCSH
0e30macHBIMU.

Cosemui no 6ezonacrocmu pabomol 8 0buedocmyntolx cemsax Wi-fi:

1. He mepexaBaii CBOIO JHYHYIO HHGOPMALMIO Yepe3 0OLIeOCTYIHBIE
Wi-Fi cern. Pabotas B HUX, JKEJaTE€IbHO HE BBOJHUTHL MApOU IOCTYIIA,
JIOTMHBI ¥ KaKKe-TO HOMepa.

2. Vicoms3yii 1 0OHOBIIsAN aHTHBUPYCHBIC IIPOrPaMMbl U OpanaMayep.
Tem caMbIM ThI 06€30MacHIIb ce0s OT 3aKAaYKU BUPYCa HA TBOE YCTPOUCTBO.

3. IIpu ucnons3oBanuu Wi-Fi oTkimoun GyHKIHMIO «O06mmit 1oCTyI K
thaiinam u npuntepam». JlanHas QyHKIMA 3aKPBITA 10 YMOTIaHHIO, OZTHAKO
HEKOTOpBIE NOJIB30BATENN aKTUBUPYIOT €€ Ui y100CTBa MCTIONB30BAHMSA B

pabote mim y4deoe.
4. He ucnonb3y#t myOmmansit WI-FI i nepefadn TMIHBIX NaHHbIX,

HAIpUMep, JUIs BRIXOZA B COLMAILHBIE CETH HITH B JJICKTPOHHYIO HOMTY.
5. Ucnonp3yil TONBKO 3aIIUIIEHHOE COEAMHCHHUE HCPE3 HTTPS, a ne
HTTP, T. ¢. ipy Habope BeG-anpeca BBOIM MMEHHO «https:/».
6. B MoGuisHOM Tenedone oTkmoun GyHkuumio «[loaxmouenue x Wi-Fi
aBTOMaTHYecKmy. He JoMmycKail asToMaTHIecKoro MOKITIOUCHIS YCTPOUCTBA
k cetaM Wi-Fi 6e3 TBO€TO cornacus.
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ConuajbHble CeTH

ComnuanbHble CETH aKTHMBHO BXOIMT B Hamly »W3Hb, MHOTHE JIHOJIU
paboTar0T U JXUBYT TaM MOCTOSHHO, a B Facebook yxe 3aperucrpuposan
MUJTMAP] YETI0BEK, YTO SBJISACTCA OJHON CEIBMOM BCEX XKHUTEICH IIAHETHI.
MHorue noNnp30BaTeNy HE MOHMMAIOT, YTO MH(pOpMaLus, pasMEIlCHHAs
MMH B COLMAJILHEIX CETAX, MOXKET OBITh HAlJICHA W HCIIOIB30BaHA KCM
YrOJHO, B TOM YHCJIE HE 0053aTeNIBHO ¢ OJIarMMy HAMEPEHUSAMHU.

OcHogHble cosembl no 6e30naAcHOCmU 8 COYUANbHBIX CEMAX.

1. Orpanuys CIUCOK Apyseil. Y TeOGs B JAPY3bSX HE JODKHO OBITH
CIIy9aifHBIX U HE3HAKOMBIX JIFOJEH.

2. 3amuinaii CBOK YacTHYIO )u3Hb. He yka3piBail mapoiu, TeaeQOoHEI,
agpeca, JaTy TBOEro POXAEHHI M APYTYI0 JIMYHYIO HH()OPMALMIO.
310yMBIIIEHHUKY MOTYT UCIIONIB30BATh JaXe UH(OOPMALMIO O TOM, KaK THI
¥ TBOM POJUTE/H IUIAHUPYETE IIPOBECTH KaHUKY JIBL.

3. 3amumaii CBOK PEMyTALMIO — JAEPXKU €€ B YUCTOTE U 3ajaBaii cebe
BOIIPOC: XOTEJ OBl Thbl, YTOOBI APYI'HC II0JIB30BATENIH BUIEIH, YTO ThbI
sarpysaems? IToxymaii, Ipexae 4eM 4To-TO OIyOIMKOBATh, HANMCATH U
3arpy3uTh.

4. Ecny TH TOBOPHIIB C JIFOJbMH, KOTOPHIX HE 3HAEIIb, HE HCMOJIB3YH
CBOE pEalpHOE WMMs W JAPYTYI0 JHYHYI0 HH(OPMAaIlUH: HUMs, MECTO
KUTEIIHCTBA, MECTO Y4eOBI U NPOYEE.

5. W36erait pa3memenns Gororpaduii B MHTEPHETE, II€ TH H300paXeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEACTHT TBOC MECTOIOJIOKCHHC.

6. Ilpy perucrpanyy B COLUATBHOM CETH HEOOXOIUMO HCIOJIB30BATH
CJIOHBIE IIAPOJIH, COCTOsLME U3 OyKB M IM(P U C KOJIXISCTBOM 3HAKOB HE
MmeHee 8.

7. Jlis CONMANBHOM CeTH, IMOYTHI M JPYrMX CAWTOB HEOOXOAMMO
MCIIONB30BaTh pasHele Mapomd. Tlorma ecnu TeOs B3IOMAKOT, TO
3JIOYMBIIIIEHHUKY TOTY4aT JOCTYI TOJIbKO K OTHOMY MECTY, a HE BO BCC
cpasy.

JIeKTPOHHBIE IeHbI'H

DNEKTPOHHBIE ACHBIH — 3TO 0YEHb YOOHBIH CIIOCO0 MIATeKEM, O/IHAKO

CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYyYUTh 3TH JACHBI'H.
3J'ICKTp0HHbI€ JICHBI'A IOSIBUJIMCH COBCEM HENABHO U MMCHHO H3-3a3TOro
BO MHOT'MX rocyJapcTBax a0 CUX [Op HE OMpOMNMUCaHo PO HUX B 3aKOHaXx.

B Poccun e 0HM QYHKIMOHHPYIOT M O HUX YK€ IPONUCAHO B 3aKOHE,
r7le UX PasfelaIoT HA HECKOJIBKO BHIOB — aHOHMMHBIE W HE aHOHMMHLIC.

PasHuma B TOM, YTO AHOHMMHBIE — 3TO T€, B KOTOPBIX pa3pellacTCA
IPOBOAUTL omepauuu Ge3 jgedexanyuy Moib30BaTeNd, a B HEAHOHUMHBIX
MIeHTH(GUKALHS [0JIB30BaTeNs ABJSeTCS 00s3aTebHOM.
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Taxke cremyeT pasaM4aTh 3JCKTPOHHbIE (UATHBIE ACHBIU (PaBHBI
rOCYJAapCTBEHHBIM BallOTaM) W JJIEKTPOHHBIE HedUaTHbIE AEHBIU (HE
PaBHBI FOCYJAPCTBEHHBIM BAIIOTAM).

OcHogHbie coeembl no 6e30nacHoti pabome ¢ 3NeKMPOHHBIMU OEHb2AMIU:

1. IpuBsxu kK cueTy MOOWNbHBIN TenedoH. DTO caMblil yIOOHBIA U
OBICTpBIN CIIOCOO BOCCTaHOBUTH JOCTYI K cuery. [IpuBs3anHbli Tene(oH
IIOMOXET, €CNTK 3a0yIeIb CBOM IIATEKHBIA MapoIh WX 3aiiAellb Ha CalT
C HE3HAKOMOI'0 YCTPOMCTBA.

2. Wcnomne3yii ogHOpa3oBeie mapoy. Ilocie mepexosia Ha YCUIEHHYIO
aBTOpu3ammi0 Tebe yxe He OyIeT YrpokaTb OINACHOCTh KPaXHU WIH
nepexBara IUIaTeXKHOT0 MapoJis.

3. BriOepu cnoxHsbIi napons. [Ipectynaukam OyaeT HENPOCTO yraaarh
CITOXKHBIN Mapoyb. HanexHsie mapoy — 3TO Mapoiu, KOTOPEIE COAEPXKaT He
MEHeEE 8 3HAKOB M BKJIIOYAIOT B ¢€0sI CTPOYHBIC ¥ IPOMMCHBIE OYKBBI, AP PHI
M HECKOJNBKO CHMBOJIOB, TakWe Kak 3HaK Joiapa, (QyHTa,
BOCKJIMLIATENLHEIN 3HaK u T. . Hapumep, $tROng!.

4. He BBOM CBOH JIMYHEIE JAHHBIE HA CAiiTax, KOTOPBIM HE JOBEPSCIIIb.

JeKTPOHHAS MOYTA

DJIEeKTPOHHAS [MOYTa — 3TO TEXHOJIOTUSA U MPENOCTABIIAEMBIC €10 YCITYyTH T10
epeCHUIKE M TONYYCHHIO  JJIEKTPOHHBIX — COOOIUECHHMH, KOTOPHIC
PACIIPEAEIAIOTC B KOMITBIOTCPHOU ceTH. OOBIYHO 3MEKTPOHHEINM MOYTOBBIN
SIIUK BBITTIIUT CICAYIOIMM 00pa3oM: UMs _TOJIE30BaTeNd (@UMs _IOMEHA.
Takxe, KpoMenepeaauu MpoCToro TeKCTa, UMEETCs BOSMOXKHOCTE IIepe/iaBaTh
(haiinbl.

OcHogHbie coéempl no 6e30nacholl pabome ¢ INEKMPOHHOL HOYMOU.

1. Hago BEIOpaTs MpaBUIBLHEIA MOYTOBBIA CEpBUC. B MHTEPHETE €CTh
OrpOMHEIM BBIOOp O€CIUIATHBIX IOYTOBBIX CEPBHCOB, OJHAKO JIy4dlle
JIOBEPATH TEM, KOTO 3HACIIb, U KTO IEPBEI B PEATHHTE.

2. He ykaseiBail B JIMYHOM nouTe NM4HyH MH(popmanuio. Hanpumep,
Nydine BHIOpaTh «My3bIKaNbHBEIN_(anaT» umu «pok2013» BmecTo «Te-
mal3».

3. Wcnomns3yil ABYX3TAHYIO aBTOPH3AIMI0. DTO KOIia MOMUAMO IapoJid
Hy>KHO BBOJUTb KOJ, IPHACBLTacMBIii 110 SMS.

4. Beibepu CIOXHBIN Tapoib. [ Kaka0ro o4YTOBOTO SAIIKKA JOJDKCH
OBITH CBOM HAJCKHBIN, YCTOMYUBEINA K B3JIOMY MapOJib.

5. Eci €CTh BO3MOXKHOCTH HAlMCaTh CaMOMY CBOM JIMYHBIA BOIPOC,
HCIIOJIb3Y# 3TY BO3MOXXHOCTb.
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6. Vicionb3yii HECKONBKO MOYTOBBIX SIIMKOB. [lepBBIii il 9ACTHOM
TNIEPEMICKU C aJpecaTaMH, KOTOPBIM Thl noBepselb. JTO 3NEKTPOHHBIN
aj[pec He HaJ0 MCIIOJIb30BATh P PETUCTPAIN Ha dbopymax u carTax.

7. He orkpeiBaii (aiinsl U Apyrue BIOKCHUS B MUChbMax, JaXe €Clu
OHU TIPHIIIA OT TBOMX Jpy3eif. JIydme yTodH! y HUX, OTIIPABIISIN U OHU
tebe 3TH (HanIbL.

8. Tlociie OKOHYaHUs PaboTHl HA IOYTOBOM CEPBUCE MEPE 3aKPLITHEM
BKJIAZIKH C CAlTOM He 3a0y /b HOKATh Ha «BBIHTIY.

KuGepOy LUIMHT HJIH BUPTYaJIbHOE H31eBATE/ILCTBO

KubGepOy/umiHr —  TPECIICAOBaHHUEC COOOIEHUSAMH, COIEPKAUMHU
ocKOpOJICHHs, —arpeccuio, —3alyriBaHUC; XYJIATAHCTBO; ~ COLHAIIBHOC
GOMKOTHPOBAHKMEC IIOMOIIBIO PA3IMIHBIX UHTEPHET-CEPBUCOB.

OchosHbie coéembl no bopbbe ¢ KubepOyInuH20M:

1. He 6pocaiics B 00#. JIyymmuii cnoco0: IMOCOBETOBATHCA Kak cebs
BECTM W, €CIM HET TOro, K KOMy MOXHO oOpaTuThCs, TO BHAYaje
ycrokouThest. ECaM  THI  HAYHCNIb  OTBEHATH oCcKOpOJICHMsIMU  Ha
OCKOpOJIEHHs, TO TOJIBKO CIIe GOJIBILE PA30MKIKCITL KOHPIIMKT.

2. Ynpasnsii cBoeit KuOeppeIy TalucH.

3. AHOHHMHOCTb B ceTH MHEMas. CyIIEeCTBYIOT crtocoOBI BEISICHUTD, KTO
CTOUT 33 QaHOHMMHBIM aKKayHTOM.

4 He CTOWT BECTH XYJIUTaHCKHH 06pa3 BUPTYAIbHOM JKI3HH. HuaTepHeT
dhHUKCHpYET BCE TBOU ACHCTBUS U COXPAHACT NX. V 1amuTh UX OyJeT KpaiHe
3aTPYAHUTEIBHO.

5. Co6ro/aii CBOIO BUPTYaIbHYIO Y€CTh CMOIIOAY .

6. Virnopupy# €IMHUYHBIA HCraTWB. OHOPa30BbIe OCKOPOHTEIBHBIC
cooOmIeH)s JIy4dllle HrHOPUPOBATE. O6BMHO arpeccHs IPEeKpaacTcs Ha
HayaJIbLHOU CTaIUM.

7. Ban arpeccopa. B  mporpammax obMeHa  MIHOBEHHBIMH
COOOIIEHUSMH, B COLMAIBHBIX CCTAX CCTh BO3MOKHOCTb OJIOKMPOBKH
OTIIPaBKHU CO- OOIIEHHH C OTIPE/ICTCHHbIX apecob.

8. Ecau Thl CBHAETENb KHOESpOYILTMHIA. TBou AEUCTBUA: BEICTYIHUTDH
[IPOTHB [PECIIENOBaTEIs, NOKa3aTh EMy, 19TO ero JeiicTBHS OLICHUBAIOTCHA
HEeraTuBHO, INOJACPKATh KEPTBY, KOTOpOM Hy)XHA TCHXOJIOrUICCKad
[IOMOIIIb, COOOLIMTH B3POCIBIM O (aKTe arpeCcCUBHOTO MOBEICHUSA B CCTH.

Mo0onabHbIii TeJ1e(QoH

CoBpeMeHHBIE CMapTQOHBI U IIIAHIICTE! comepar B ce0¢ BIIOJIHE
B3pOCIBIA  (QyHKIMOHAN, H TEICPh OHH MOrYT KOHKYpHpOBaTh CO
CTAIMOHAPHBIMUKOMITBIOTCPAMHU. OHAKO CPENCTB 3aIUThI I OI00HBIX

YCTPOMCTB ITOKA



oueHb MaJio. TeCTUPOBAHUE U NIOKUCK ySA3BAMOCTEH B HUX TIPOUCXOUT HE TAK
rinTencusHo, Kak a1 [TK, To ke caMo¢ KacacTC 1 MOGHIIBHBIX IPHIOKEHUI.

CoBpeMEHHBIE MOOUIBHBIE Opay3epsl YK€ MPAKTHYESCKH JOTHAIH
HACTOJILHBIC aHAJIOTH, OJJHAKO pacIIupEHHC (yHKIIOHAIA BICYET 32 co0oii
GOJBIIYIO CTOXKHOCTh X MCHBIIYIO 3AIIUIICHHOCTD.

Jlanexo He BCE MPOU3BOIXUTENM BBIITY CKArOT 0OHOBJICHHS, 3aKPHIBAIOLINC
KPUTHUECKHE YSI3BUMOCTH JUIS CBOUX yCTpPOWUCTB.

OcnosHbie cosempl 05 6e30naAcHOCHU MOOUILHOZ0 menegona:

1. Huuero He SBJIETCA MO-HACTOSAIIEMY OECTLIATHBIM. Byib OCTOPOKEH,
Beap Korga Tebe mpeuiararT GecIUIaTHBIM KOHTCHT, B HEM MOIYT OBITH
CKPBITHI KAKHE-TO IUIATHBIC yCIyIH.

2. Jlymaii, mpex/e YeM OTIPaBUTh SMS, doto Wi BAAEO. Tl TOTHO
3Haelllb, Ile OHU OyyT B KOHCIHOM urore?

3. HeoOX0MMO 0GHOBJIST OIIEPALIMOHHYIO CUCTEMY TBOCTO cMmapTQoHa.

4. Vicrionb3yii aHTHBHPYCHBIC IPOrpaMMBl AT MOOGHJIBHBIX TEJIS(OHOB.

5. He 3arpysaii IPHJIOKEHHS OT HEH3BECTHOTO MCTOYHUKA, BEAb OHU
MOTYT COJIEPKaTh BPETOHOCHOE POrPaMMHOC obecrneYeHue.

6. Tlocze TOro Kak Thl BBIAICIL C caiita, i€ BBOJAWJI JHYHYIO
AH(OpMAaLHIO, 3ai1 B HaCTpOIKyY Opay3epa 1 yaanu cookies.

7. TleproAMYECKH MPOBEPAH, KAKUC TLIATHEIC yCIIyTH aKTUBUPOBAHBI HA
TBOEM HOMEPE.

8. Jlasaif cBOM HOMED MOOMIIBHOTO TeIe(OHA TOIBKO JIFOJAM, KOTOPbIX
ThI 3HACIIH ¥ KOMY JIOBEPACIIb.

9. Bluetooth goipkeH OBITh BBIKIHOYCH, KOrza THI MM HE IOJIB3YCIIbCA.
He 3a0sIBaii ©HOTAA IPOBEPATH 3TO.

Online-urpbi

CoBpeMEHHBIE OHJIAHH-MIPBI  — I3TO KpacoYHBIE, 3aXBATHIBAIONINC
paspreyeHns, 00BEAMHAIOMME COTHU ThICAY YEJIOBEK MO BCEMY MMPY.
Wrpoku MCCIEAYIOT NaHHBII MM MHp, OOWmAOTCS APYr © TIPYyroMm,
SEIONHSIOT 33aHMS, CPKAIOTCA C MOHCTpaMH U MOJIydaroT OIBIT. 32
y;10BOJIbCTBHEC OHM IUIATAT: TIOKYIIAIOT JWCK, OIIa<HBAIOT aOOHEMEHT HJIU
IPHOOPETAIOT KaKHUE-TO OTILIHH.

Bce 3TH CpEACTBA MAYT HA MOCPIKAHMIC 1 pa3BHUTHE MTDEL, @ TAKKE HA
caMy ©0€30MaCHOCTb: ~ COBEPUICHCTBYIOTCAH CHCTEMBl aBTOPH3aLMH,
BHITYCKAIOTCA HOBBIE TATHH (mM(pOBbIC 3ATIATKA  JUIA nporpamMmm),
3aKpHIBAIOTCAYSA3BUMOCTH CCPBEPOB.

B mofo6HBIX MTpax CTOMT OnacaThCs HE CTOJILKO CBOHMIX COTICPHHKOB,
CKOJBKO KpaXK# TBOEro Mapoid, Ha KOTOpDOM OCHOBaHa CHCTEMA

aBTOpHU3ALMH OOJIBIIMHCTBA UTP.



OcHogHbie co8embl no 6e30nacHoCcmu meoe20 u2pos020 akkaynmd.

1. Ecim  gpyro#i urpok Beier ce0s TMIOXO0 WM  CO3JAeT Te0e
HETIPUATHOCTH, 3a0TOKMPYH €ro B CIMCKE UIPOKOB.

2. Tlokaiyiica aIMAHUCTPATOpaM WIPHl Ha ILIOXO€ MOBEJACHHE 3TOTO
UrPOKA, JKENATeNbHO MPUJIOKHATh KAKHe-TO I0Ka3aTe/bCTBA B BUIE CKPHHOB.

3. He ykasbiBail TH4HYIO0 HHPOPMALMIO B npodaiine urpel.

4. YBaxkail Apyrux y4aCTHUKOB I10 Urpe.

5. He ycranaBnuBaii HeOQUUNATBHBIE MTATYN X MOJBL

6. Vlcronbp3yii CII0KHBIE M Pa3sHBIC ApOJIH.

7. Jlaxke BO BpeMs UIPHl HE CTOMT OTKIIOYATH aHTUBHDYC. IToka ThI
Hrpaeiib, TBOU KOMIIBIOTEP MOTYT 3apa3sUTh.

@OUIMHr WIH KPaxka JHYHBIX JAHHBIX

OGBMHOM Kpakel JeHer ¥ JOKYMEHTOB CErOAHs yXKE HHKOro He
yIAUBHING, HO C Pa3BUTUEM MHTEPHET-TEXHOJIOTHH  3JI0YMBIIUICHHUKH
NepeMECTWINCh B MHTEPHET M NPONODKAOT 3aHMMATHCA «ITFOOMMBIMY
IEIJIOM.

Tak mosBAIach HOBAs YIpo3a: HHTEPHET-MOICHHIICCTBO UITH (DUIIUHT,
[JIaBHAs 1eJIb KOTOPOT0 COCTOMT B ITOJYICHUN KOH(UICHIMATbHBIX JaHHBIX
MoJIE30BaTENEH — NOrMHOB M maponei. Ha aHrimiiCKOM s3bIKE phishing
yntaercs kak qumunr (ot fishing — peIGHas OB, password — mapoJib).

OcroeHuie cogemvi no bopvbe ¢ puuuH2om:

1. Ciiequ 3a cBOMM akkayHTOM. Eciy THl MOAO3pEeBACHIb, HTO TBOA
aHKeTa OBIIA B3JIOMAaHA, TO HEOOXOAUMO 3a0JTOKUpOBATE €¢ U cOOOLIUTH
a[MHHHACTPATOpaM pecypca 00 3TOM Kak MOXHO CKOPEC.

2. Ucmons3yit Oe3omacHble BeO-CaTB, B TOM YHCIC MHTEPHET-
Mara3MHOB ¥ IIOUCKOBBIX CUCTEM.

3. Wcnons3yil CIOXKHEIE U Pa3HBIE TIAPOJIH. Taxum 00pa3om, ecii TeOs
B3/IOMAIOT, TO 3JIOYMBIIUIEHHWKH TOJNy9YaT AOCTYNl TONBKO K OXHOMY
TBOEMY MPO(UIIIO B CETH, a8 HE KO BCEM.

4 Fenu TeOs B3IOMAIH, TO HEOOXOAMMO MPEXYNPENUTs BCEX CBOUX
3HAKOMBIX, KOTOpHIE J00aBieHH y Tebs B APY3bsX, O TOM, yro TeOs
B3/IOMATA W, BO3MOJKHO, OT TBOErO MMEHM OyZAeT pacchLiaTbCd Criam i
CCBUIKY Ha (DMIIAHTOBBIE CAUTHI.

5 YcraHosu HanexHbIH napois (PINe) Ha MOOWIBHEIH TETEPOH.

6. OTKIIOYM COXPAHEHHE Napoiis B Opay3epe.

7. He oTKpbIBail (aiyiel U APyrue BIOKCHUA B MUACHMax, JaXKe eClu
OHH MPHIILIHA OT TBOMX Jpy3eH. Jlyqie yTouH! y HHX, OTIPABJISLIIA JIX OHH

TeOe 9TU (aiiIbL.
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Iudposasi penyTauus

[{ndposas peryTalys — 3T0 HEraTUBHAs WK MO3UTHBHA yuHpopMaLud
B cetn o Tebe. Kommpomerupyromas HH(OpManys, pasMellcHHad B
WHTEpPHETE, MOXKET CEPHE3HBIM 06pa3oM OTpa3HThCA Ha TBOCH pealbHOM
xm3an.  «{udposas pemyranus» — ITO TBOW HMMHDK, KOTOPBIH
hopmupyeTcs u3 HHbopManuy 0 Tede B HHTEPHETE.

TBOE MECTO J>KHTEIBCTBA, y4eObl, TBOE (QHMHAHCOBOC MONOKEHHE,
0COOEHHOCTH XapaKTepa i pacckassl 0 OJM3KUX — BCE 3TO HAKAMIMBACTCA B
ceti. MHOTHE IIOAPOCTKH JIETKOMBICIICHHO OTHOCATCS K myOuKanuu
JIMYHOI HH(OPMALUK B HHTEPHETE, HE MOHUMAs BO3SMOXKHBIX IIOCJICICTBUNA.
ThI Hake HE CMOKEIIb A0TIaThCs O TOM, UTO (oTorpadus, pasMelICHHas
5 Jer Ha3zaja, CTaja NPUYHHOM OTKa3a MPUHSTH TeOss Ha paboTy.
KoMMmenTapuu, pa3MEIICHUE TBOUX (oTorpadmii u Apyrue ASUCTBUA MOTYT
He UCYE3HYTh JaXe MOCIE TOro, KaK Thl HX yJaIUIIIb. Tr HE 3HaEb, KTO
CcOXpaHWI 3Ty WH(OPMAIHIO, NOMAja ¥ OHA B IMOVCKOBHIC CHCTEMBI U
COXpaHWIACh JU OHa, a IJIABHOE: 4YTO MOIYyMAIOT O TeOE OKPYKAIOIIKE
JFOJIM, KOTOphIe HalmyT u yBuaaT 3To. HaiTn uH(pOpPMALIMIO MHOTO JIET
CIyCTSI CMOJKET JIFO00H — KaK K3 106pPBIX MOOYKICHHH, TaK M C HAMCPEHUEM
PWYMHHATE BPe. ITO MOXKET OBITh KTO yTOIHO.

OcHogHbIE COBENBL NO 3auyume Yuppoeou penymayuiL.

1. Moxymaii, npexae 9eM 4TO-TO myOIMKOBAaTh M MEPENaBaTh y cels B
OJIore Wik B COUUAIILHON CETHU.

2. B mactpoiikax mpoduis yCTaHOBH OTpaHUIEHHS Ha IPOCMOTP TBOETO
pOGIIISA ¥ €T0 COAEPKUMOT0, CACTIAM ETO TONBKO (I Apy3ei».

3. He pasmeliaii u He yKasblBak HHQOpMALHIO, KOTOPAs MOXET KOTro-
60 OCKOPOJIATH WM OOMXKATB.

ABTOpCKO€E MPaBo

CoBpeMEHHBIE HIKONLHUKA — AKTUBHBIC IOJIb30BATCIIH I POBOTO
npocTpancTBa. OIHAKO JaJIeKO HE BCE 3HAIOT, HTO MOJIb30BaHUE MHOTMIMU
BO3MOJKHOCTAMH LH(POBOro Mupa Tpedyer coOnrofcHUs IIpaB Ha
MHTEIUIEKTYaIbHYI0  COOCTBCHHOCTb. TepMuH  «HMHTEIICKTyallbHAS
cO6CTBEHHOCTh» OTHOCHTCS K Pas/IMYHBIM TBOPCHHUAM YE€II0BEUECKOTO yMa,
HAUMHASC HOBBIX M300pETEHMI i 3HAKOB, 0003HATAIOMNX COOCTBEHHOCTD
Ha TPOAYKTHl M YCIyrH, M 3aKaHIMBas KHATAMH, doTtorpadusamMu,
KUHODHUIEMAMUH MY3bIKATBHEIMH TPOU3BEACHUAMH. ABTOpCKHE IIpaBa —
3TO IpaBa Ha HHTEIUIEKTYaTbHYIO coOCTREHHOCTE Ha IIPOU3BEICHUS HAYKH,
JHTEpaTypsl W HUCKYCCTBA. ABTOPCKME MpaBa BBICTYNArOT B Ka4eCTBE
rapaHTHH TOTO, YTO MHTEJUICK Ty AIBHBII/TBOPYCSCKHH TPY/l aBTOPA HE Oyzaer

HAIPACHbIM, IacT
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eMy CIpaBeIMBBIE BO3MOXHOCTU 3apaboTaTh Ha peE3Y/IbTaTax CBOCTO
TpyZAa, TONYy4YUTh M3BECTHOCTh W TMPHU3HAHHC. Huxro Oe3 paspeucHus
aBTOpa HE MOXKET BOCIIPOM3BOIMTE €r0 NMPOM3BEACHHUC, PaCIpOCTPAHATL,
myONMYHO AEMOHCTPHPOBATh, IPOJaBaTh, MMIIOPTHPOBATE, MyCKaTh B
npoKar, IyOJNMYHO WCIONHATH, TIIOKA3BIBATh/UCIIONHATh B J(Upe HIH
pa3sMeInaTh B MHTEPHETE. VICTONB30BaHHE «IHPATCKOr0» MpOrpaMMHOI0
oOecreueHrnss MOYKET IPUBECTH K MHOTHM pUCKam: OT MOTEPH NAHHBIX K
TBOMM aKKayHTaM [0 OJOKHPOBKH TBOErO YCTPOMCTBA, I/I€ yCTAaHOBJICHA
HejeranbHas mporpamma. He CTOMT Takke 3a0bIBaTh, YTO CYLICCTBYIOT
JleragbHbIC 1 6eCIUIATHBIC IPOrPaMMBI, KOTOPHIE MOXXHO HAHTH B CETH.

Jlecamo ~ ¢haxmos, Komopble  HYHCHO coobwums Oemam paou
bezonacHocmu 8 uHmepHeme

HTEpHET MOXET OBITh MPEKPACHBIM MECTOM Kak JUIA o0yueHus, TaK U
JUIsL OTABIXA M 00wmeHus ¢ apy3bsamu. Ho, KaKk u BeCh peanbubiii Mup, CeTb
TOJKE MOKET OBITh omacHa. Ilepes TeM KaK paspellUTh ACTSIM BBIXOIUTH B
WHTEPHET CAMOCTOATENBHO, CIIEAYeT yCTAHOBUTE Sl IIPABATL, C KOTOPBLIMH
JIOJDKEH COTTIACUTRCS M Ball PEOCHOK.

Ecnu BBl HE YBEPEHB, € YET0 HAYaTh, BOT HCCKOJIBKO PEKOMEHJalni, KaK
c/IeNaTh NOCEIICHNE HHTEPHETA ISl ICTEH MOJTHOCTBIO 0e30MacHBIM.

1. THoompsiite nereil AenUTHCS C BaMW WX ONBITOM B HHTEpPHETE.
ITocemaiite CeTs BMECTE C JETHEMU.

2. Hayuwure neteit JOBEpATh MHTYHLMH. Eci MX B MHTEPHETE YTO-TH00
GECTIOKOUT, UM CIIEAyeT COOOMMUTE 00 3TOM BaM.

3. Ecid  neTH OOMmMAIOTCS B YaTaX, HCHOJB3YIOT —IpOrpamMMbl
MTHOBEHHOTO OOMEHa COOOLICHWMSIMM, MIDAOT MM 3aHAMAOTCA YEM-TO
MHEBIM, TPEOYIOIIMM PETMCTPALOHHOTO MMEHH, IOMOTHTC peOeHKy €ro
BEIOpaTh M yOemurech, YTO OHO HE COACPXKHT HUKAKOW JIMYHOM
HMH()OpMAaLUH.

4. HacTauBaiite HAa TOM, YTOOBI JETH HHMKOrJa HE BBIAABAIN CBOETO
ajpeca, HoMepa TeleoHa W Apyroi JTUYHON MH(pOpMALWMK, HAPUMED,
MecTa ydeOsl WM IFOOUMOTr0 MECTa UL IPOry JIKH.

5 OGBSCHHTE MeTsAM, 4YTO pasHMIA MeXHy MpaBUIBHBIM 1
HEIIPaBUJIbHBIM O/IMHAKOBA: KAk B U MHTEPHETS, TAK U B peanbHOM JKU3HU.

6. Hayuure pereit yBaxarb Apyrux B UHTCPHCTC. Y6eauTechb, YTO OHU
3HAIOT O TOM, UTO MpaBKjia XOPOLIETO MOBEACHHA IEHUCTBYIOT BE3/C — AAKE
B BUPTYaJIbHOM MHDE.

7. Hacraupaiite, 9TOOBI JCTH YBaXKaIH cOOCTBEHHOCTh JpYyIruX B
uaTepHeTe. OOBACHUTE, YTO HE3AKOHHOC KOIIMPOBAHUE Uy)KOH PabOTHI —
My3BIKH, KOMIIBIOTEPHBIX HIP U APYrHX MpOrpamMM — SBJISETCS KPAKEH.
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8. Cka)kuTe JIeTsSM, 4TO MM HHMKOTAA HE CIEAyeT BCTPEHaThCd C
apy3bAMH u3 uHTEpHeTa. OOBACHUTE, UTO STH JIOAM MOTYT 0Ka3aThCA
COBCEM HE TEMH, 34 KOro ce0s BbLIAIOT.

9. CKaXUTE JETAM, YTO HE BCE, YTO OHM YMTAIOT WU BUIAT B HHTCPHETE,
— mpasja. [lpuydnTe UX CIpaIInBaTh Bac, €C/IM OHM HEC yBEPCHBI.

10. KonTpomupyiite IesATelIbHOCTh NETCH B MHTCPHETE C MOMOIIBIO
COBpeMEHHbIX mporpamM. OHH TIOMOIYT oTuIBTPOBaTE BPEIHOC
COIEPIKUMOE, BBIICHATD, KAKHE CAalThl OCCIIACT peOeHOK U UTO OH JIeNacT

Ha HHUX.
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